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Introduction to BrowseControl

BrowseControl is easy-to-use Internet management software that can readily be utilized by non-
technical users.

BrowseControl can totally deny access to the Internet. Or, you can allow access to specific
company/classroom sites through the Allowed List feature; all other sites will be restricted.
Alternatively users can be allowed access to all sites, except for those sites you list in the
Blocked List. Users can also be restricted access to e-mail, FTP sites, Instant Messaging, ICQ,
Newsgroups, etc

In addition to restricting Internet activity, users can be denied access to unauthorized
applications such as MSN, Solitaire etc. This is achieved through the App Blocker feature.

BrowseControl also provides administrators to control some of the PC components of those
users who are abusing company/school policies. Remotely, from the Console, you can
temporarily lock an offensive users PC by blanking the screen and blocking use of the
keyboard and mouse. CD/Floppy drives/USB can also be locked.

This guide will help you better understand the features of the software and assist you in
configuring the tool according to your needs.

© Currentware 2009 -
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What 6s New i n BrdowseContro

Following are the new features in BrowseControl 3.4

Windows 7 and Windows 2008 Supported
BrowseControl is fully compatible with Windows 7 and Windows 2008, which includes the
BrowseControl Server, Console and Client.

Offsite Internet Access Control

Extend the BrowseControl policies to mobile users who are not always connected to the
BrowseControl Server. Internet access permissions, Allowed/Blocked lists, AppBlocker settings
and any other settings will still apply should the user be working offsite. This is especially
beneficial for protecting laptops/systems used by offsite or mobile users.

Enhanced Scheduler

While Internet access is restricted to company authorized sites during work hours, you may
want to allow users access to personal sites during non-work hours (e.g. at lunch time).
Through the Scheduler assign times when users are allowed access to non-work related sites.
These sites are pre-selected by the administrator/manager.

Operator Permissions
Operators (administrators/teachers who have login rights to the BrowseControl Console) can
extend the access permissions to both groups and sub groups of computers/users.

Prevent Admin Users from Stopping the Client Service

Users with administrative rights will not be able to terminate the BrowseControl client service
from the task manager or the service manager. The BrowseControl client service is protected by
the BrowseControl client password defined by the administrator.

Block More File Types
Administrators can now block more files from being downloaded onto their network by simply

enabling the option in group settings. The blocked file types now include video, audio and
executable files.

Importing Active Directory Users as Operators
Integrate your AD users into BrowseControl as operators with a click of a button.

© Currentware 2009 -
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1.0 Installation of BrowseControl

The installation of BrowseControl involves 3 components:

i. Server - This component includes a Server Service and Database. This allows
PCs to be connected to a central location at all times.

i. Console - This component is the Management Console that allows the
Administrator, Manager or Teacher to control internet access to Client PCs. This
console can be installed on any compliant Windows system (server or
workstation).

iii. Client - This component is to be installed on all PCs that need to be managed by
BrowseControl. The client is password protected and runs in stealth mode.

1.1 Installation of the BrowseControl Server

1. Before installing BrowseControl, ensure that the connection to the Internet is in working
order.

Close all running applications and anti-virus software before starting the installation.

3. The BrowseControl Server can be installed on Windows 2000, XP, 2003, Windows
Vista, Windows 7 or Windows 2008 operating systems. Please login with local
Administrator rights prior to the install.

4. Begin installing the product by running the cwBC.exe file that you have downloaded.
Follow the BrowseControl installation wizard prompts.

5. When prompted to install the BrowseControl features, click on the X _~| putton next to
BrowseContr ol Server and select AEntiré feature
(Figure 1). Click the Next button to continue.

11 BrowseCantrol Setup S
Select Featumes Ii
Flenze selact wihich feafures woul wiollkd e (o nstal

[ - TEEEEEEEREN | restuce hescrintion:

= Wil ba instalad on bocal hard drive, Server

&= ;| Entire featura vl ba instabsd on bocal hard drive.

erm,
1688 on your hard

X Ertire Feature wil be unavailable,

component, pleyse
run ewBCClient.mai file on the cient
systenys This [We is lecated in
WCodework'BrowseControl BCClient.

This femture will e completehy removed,

Cobereroic BrovwseControl
[Deskcost | [ messt | [ =pack || mea= | [ cama |

Figure 1. Server Installation
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6. On the next screen select the mode in which to operate BrowseControl, i.e. either
Computer mode or User mode (Figure 2). When used in Computer mode,
BrowseControl will apply settings to each individual computer within the system. In
User mode, settings ar e applied a specific ne
BrowseControl settings will remain constant, independent of the computer being used.
BrowseControl can only function in one mode at any given time.

1% BrowseControl Satup EE @
Select The BrowseControl Server Mode Ii
The foliorering information iz used by BrowseCondrol Server,

BrowseConingl Cperation Mods

() Computer Mode

) Wser Mode

Cotherwroei Brow seControkd

[ <Back || med= | [ canca |

Figure 2. Select Mode

1.2 Installation of the BrowseControl Console

NOTE: It is not necessary to install the Server and Console components on the same system.
The Console can be installed on any system from where the Client PCs need to be managed.
However please ensure that the Console is connected to the Server (i.e. during the Console
installation, specify the correct Server IP address or Server computer name).

1. The Console must be installed on a system using Windows 2000 Professional/ Server,
Windows XP, Windows 2003 Server, Windows Vista, Windows 7 or Windows 2008.

2. Begin installing the Console by running the cwBC.exe file that you downloaded. Follow
the BrowseControl installation wizard prompts.

3. On the next screen enter the IP address of the computer where the BC Server is
installed (You may enter the computer name instead).

© Currentware 2009 -
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11 BrowseCantrol Setup A=)

BrowseContrel Console Ii
The foliowering information is used by BroevseCondrol Console,

Enber the P address of the system where the |m
BrowseControl Sarver 5 instaled. (Bg. 168254.161.1)

(Cptionat if the BrowseControl Server IP address ks

dymiamic: them enter il's computer name.)

Codensrork Brow seControld

[ <gock || mea= | [ canca |

Figure 3. Console User Input

4. A 30 day evaluation key automatically exists with the download. For permanent
licenses, you will have received an activation key code for the number of licenses
purchased. To activate the software, on the BrowseControl Console menu, select Help
A Registration and follow the wizard prompts. Please fill in the name of the
organization and the license key code details exactly as shown in your license email.

1.3 Installation of Server and Console Using Command Line

Note: When UAC is enabled in Vista or Windows 7, you must run the command line with
Administrator rights. Go to start menu > type in CMD > right click on the CMD icon and
sel ect ARun as Administratoro. Then in the
following command lines.

Outlined below are the command line switches for facilitating the installation of the Server and
the Console components with the cwBC.msi file:

1.3.1 Server Installation

cwBC.msi ALLUSERS=1 ADDLOCAL=BrowseControl_Server
BCMODE=computer/user /QN /L Server.log

cwBC.msi: the msi setup file for the installation of the BrowseControl Server
ALLUSERS=1: makes the application available to all users
ADDLOCAL=BrowseControl_Server: Installs the Server component
BCMODE=computer/user: Selects either system based or user based mode.

/QN: sets the installer to install in quiet mode

= =4 -4 -4 -—a -

/L: creates an install log file. In this example, the file is Server.log

command
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1.3.2 Console Installation

cwBC.msi ALLUSERS=1 ADDLOCAL=BrowseControl_Console
BC_SERVER_IP=169.254.161.1 /QN /L Console.log

cwBC.msi: the msi setup file for the installation of the BrowseControl Console
ALLUSERS=1: makes the application available to all users
ADDLOCAL=BrowseControl_Console: Installs the Console component
BC_SERVER_IP: is for the IP address of the BC Server

/QN: sets the installer to install in quiet mode

= -4 -4 -4 -—a -

/L: creates an install log file. In this example, the file is Console.log

1.3.3 Server and Console Installation on the same system

cwBC.msi ALLUSERS=1 ADDLOCAL=BrowseControl_Server,
BrowseControl_Console BCMODE=computer/user /QN /L SerCon.log

1 cwBC.msi: the msi setup file for the installation of the BrowseControl Server and
Console
1 ALLUSERS=1:. makes the application available to all users

1 ADDLOCAL=BrowseControl_Server, BrowseControl_Console: installs both the Server
and the Console components.

BC_SERVER_IP: is for the IP address of the Server
BCMODE=computer/user: Selects either system based or user based mode.

IQN: sets the installer to install in quiet mode

= =4 =4 -

/L: creates an install log file. In this example, the file is SerCon.log

1.4 Installation of the BrowseControl Client

1 The BrowseControl Client can be installed on Windows 2000, XP, 2003, Windows
Vista, Windows 7 or Windows 2008. Please log into the system with local
administrator right before the installation begins.

1 There are 3 ways to install the Client:
i. The Client installer
ii. The Command line script

iii. Remotely from the Console using the Remote Install Client(s) utility.

Note: For installation on Windows 7 workstation, it is highly recommended to disable
UAC.
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1.4.1 Client Installer

1. Run the file cwBCClient.msi on the Client system and follow the wizard prompts. By
default this file is located on the Server PC under Program Files\Codework\
BrowseControl\BCClient.

2. When prompted to enter the IP address, enter the IP address of the system where the
BrowseControl Server is installed. If the IP address of the Server PC is not static, then
enter the computer name of that system. (Optional: You can also use the hostname of
the BrowseControl server computer)

3. The default password of the Client component is
password at the time of the installation, then please enter the new password in the
inew passwordo and fAconfirm passwordo textboxes
optional (Figure 4).

4. Click on the Next button to continue.

1% BrowseControl Cliznt Satup

Enter The BrowseControl Client information
The foliowing intormation iz used by BroevseControl Clent

1. Enber the P adoress of the system where the [132.153.1£
BrowseCordrol Server is inslaled, (eg. 163.254.161.1)
(Cptionat if the BrowseControl Server IP address ks
dynamic then anter 1's complter name_)

2. Enter the BrowssControl Clent password. The default | -----
paszword is "Admin’ (cate senstive],

3. OPTIOHAL: To change the detaull passwaord, |
plense enler the new passeond,

. Phaase condirm the passwornd. |

Cotherwroei Brow seControkd

[ <Bsck || med= | [ canca |

Figure 4. Client Installation

5. To complete the Client installation, please reboot the PC.
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1.4.2 Command Line Script

(NOTE: In Windows Vista, Windows 2008 and Windows 7, if UAC is enabled, the
Command Line installation/uninstallation of the Client using the msi pack, should be
done in fiRun as Administratoro Mode.)

Outlined below are the command line switches for facilitating the installation of the Client
component with the cwBCClient.msi file:

cwBCClient.msi ALLUSERS=1 USERPARAMS="-pnswc Admin PortNumber
SERVERIP newpassword confirmpassword" /L bcinstall.log /QN BCREBOOT=1

1 cwBCClient.msi: the msi setup file for the installation of the BrowseControl
Client

1 ALLUSERS=1: makes the application available to all users

1 USERPARAMS= will run the BC Client install based on the chosen BrowseControl
parameters:

o pnswc Admin Port Number SERVER IP newpassword cofirmpassword

0 p 1 password, default password is Admin

0 n7T port number, in the above example the port number is 8999 (optional
parameter)

0 s represents the Server IP address (system where the BrowseControl
Console is installed) (optional parameter)

0 W1 represents the new password (optional parameter)

0 ¢ represents the confirm password (optional parameter)

1 /L: creates an install log file. In this example, the file is bcinstall.log
1 /ON: sets the installer to install in quiet mode.
1 BCREBOOT=1: will force a reboot of the PC after the installation.

1.4.3 Remote Client Installation

Note: On Vista, Windows 2008 and Windows 7 Client PCs, please disable UAC before
running the remote install. (It is mandatory to disable Windows Firewall in all OS)

1. BrowseControl Client can be remotely installed
Il nstall Client(s)o ut i | i AdvanceddA Reéenmoege Installn u bar cl
Client(s)

2. Enter/Browse the path of the Client msi file on the Server computer (Figure 5).

3. Enter the Server name/IP address and the Client password. In case the Client
password is not mentioned then the password is taken as the default 6 A d miClick
Next.

4 Sel ect t he PCO6s emthe Cliénts arate bevnstalléd. Chdk Next

5. Enter the Username and Password of an Administrator account of the PC where the
Client has to be installed. Click Next.

6. The Client component will be installed on the selected PC.
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Install settings

Enter the path of the Client msi file | \ [ Browse ]

Reboot client systems after installation

® Fresh Install O Upgrade

BrowseControl Server (IP address or Computer name)

[] (Optional): Change the BrowseControl Client Password

By default the client password is “Admin"

New Password ’ i
r

Confirm Password

Cancel

Figure 5. Remote Client Installation

1.4.4 Troubleshooting the Client Connection

1 Use the Redirect Client Utility to force the Clients to get connected to the Server.
1 Ensure that the Client is installed with admin login rights

1 Make sure there are no firewall and/or virus scan software intercepting with the Client
and Server

1 If the Firewall is enabled, then add the following ports to the exceptions list: 8999,
8998 and 3050

Use IP address instead of Computer Name to connect to the Console

Run the following script on the run command of the Client PC: cwClient.exe i pv
Admin (please note that Admin is case sensitive). If the password was changed
during the installation of the Client, then pl es

This will bring up the Client interface. On the interface, click on the Connection
tab and modify the Server name entry to the correct IP address of the BC
Server computer.

Note: On Vista, Windows 2008 and Windows 7 Clients, run the command prompt
as Administrator and enter the following script: cwBCAgent.exe i pv Admin (please

note that Admin
© Currentware 2009 -
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is case sensitive). If the password was changed during the installation of
the Client, then please substitute it

This will bring up the Client interface. On the interface, click on the Edit button to
modify the Server name/IP address

Ping the Server from the Client
Make sure the Client service is running

Ensure that port 8999, 8998 and 3050 is not used by any other application

= 4 -4 -2

Reboot Client

Windows Firewall Configuration

For Windows XP SP2 and above, or other third party firewalls, it is required that the following
ports be open:

1 3050
1 8999
1 8998

To open these ports access the Control Panel A Windows Firewall, select the Exceptions
tab, click on the Add Port button and add the above ports.

1.5 Standalone Installation (1 Machine)

A standalone BrowseControl installation involves the installation of the SERVER, CONSOLE
and CLIENT components on the same system.

1. Install the Server component. For detailed instructions please refer to Section 1.1.
2. Install the Console component. For detailed instructions please refer to Section 1.2.

3. Install the Client component on the same PC by running the cwBCClient.msi file.
Please refer to Section 1.4.1 for further details. When prompted to enter the IP address
of the BrowseControl Console, please enter LOOPBACK. This installs the Client on the
same PC as the Console.

4. Reboot the PC after the installation has completed. When you launch the
BrowseControl Console, a Blue icon representing your PC (or green icon representing
your User), should show up on the Console window, after approximately 1 minute.
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2.0 BrowseControl Server

The BrowseControl Server runs as a service in the background. The Console component then
connects to the Server. It is not required to install both the Server and Console components on
the same system; however it is hecessary that the Console be connected to the Server.

2.1 BrowseControl Server Manager

1 The BrowseControl Server Manager can be accessed by clicking on the Start button
A Programs A Codework A BrowseControl A BrowseControl Server Manager.

1 The Server Manager provides the facility to make changes to the Server settings. The
port settings for the Client and console can also be controlled through the Server
Manager (Figure 6).

NOTE: After changing the Client or Console ports through the
Server Manager, the corresponding changes must be made at
the Console and the Client side as well (see Section 3.11.5
and Section 4.1).

1 Server Manager can also be used to select the mode (Computer based or User
based) in which to operate the BrowseControl Console. When changing modes, all
settings for the original mode will be saved and will be available if the mode is switched
back.

[%] BrowseControl Server Manager

BrowseCaontrol Server Manager

Server Mode
i) Computer (%) User

Server Posls

Chordt Pott | 9339

Congole Poit 3538

[ ooy |[ StopSevice |[ Ok |[ Cancel |

Figure 6. BrowseControl Server Manager
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3.0 BrowseControl Console

Start the BrowseControl Console from the Start Menu by navigating to: Start A Programs A
Codework A BrowseControl A BrowseControl Console.

All features of BrowseControl are applicable to both Computer and User modes, unless
otherwise stated.

3.1 Overview of the BrowseControl Console

1 The BrowseControl Console consists of two panels. The panel on the left will display
the Client PCs, while the right hand panel displays the PC information.

91 Client PCs running the BrowseControl Client will appear on the Console

NOTE: This may take a few minutes; usually no longer than the refresh time, which
by default is 1 minute

1 Once the Client is connected to the Console, the Client will be represented as a blue
computer icon, along with its computer name (Figure 7).

1 If the Client PC is not running or if the BrowseControl Client Service is not running, then
the Client icons will appear gray. For more information about troubleshooting the Client
connection please refer to Section 1.4.4.
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Figure 7. Computer Based BrowseControl Console
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1 On the User based mode of BrowseControl, a green user icon will be displayed on the
Console, every time a user is logged on to a PC with the BrowseControl Client installed
(Figure 8).

Figure 8. User Based BrowseControl Console

1 The following icons on the toolbar can be referred to, in order to carry out some of the
BrowseControl administrative tasks
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